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1.What is Secondary Site?

Four Main characteristics:

— A Secondary Site does not have access to a Microsoft SQL Database

— Secondary Sites are ALWAYS a Child Site of a Primary Site and can only be administered via a Primary Site
— Secondary Sites cannot have Child Sites of their own

- Clients cannot be assigned directly to the Site

2.What is CENTRAL SITE?

A Central Site is a Configuration Manager Primary Site that resides at the top of the Configuration

Manager hierarchy. All Database information rolls from the child to the parent and is collected by the Central
Site’s Configuration Manager Database. The Central Site can administer any site below it in the hierarchy and
can send data down to those sites as well.

3. What is PRIMARY SITE?

Four main characteristics:

— The Site has access to a Microsoft SQL Server Database

— Can administer or be administered via the Configuration Manager Console
— It can be a child of other Primary Sites and can have Child Sites of its own
— Clients can be assigned directly to the Site

4. How do you create a package for Adobe?



the command line msiexec.exe /q ALLUSERS=2 /m MSIHPSJR /i “AcroRead.msi”
TRANSFORMS=mytransform.mst

5. How do you distribute a package?

— create a package in SCCM, pointing it to the installation sources, and in the package create
an install program (you may have already done this?)

— assign Distribution Points to your package so the contents get synched.
- create a Collection containing the objects (users/computers) that are allowed to receive the package.

— create an Advertisement for the distribution, linking the package you created to the collection, decide whether
the Advertisement is mandatory (installation enforced) or not (users have to go to the “Run Advertised
Programs” dialog in Windows and select to install the program)

6. How SCCM download the patches?

You need to add the Software Update Point site role to the site, configure the software update point as active,
configure the products, classifications, sync settings, etc. in the Software Update Point properties. THEN, you
can go to the Update Repository node and run the Run Synchronization action from the central primary site.
Once synchronization completes, you will see the metadata in the Configuration Manager console.

7. How do you configure the SUP?

In the Configuration Manager console, navigate to System Center Configuration Manager / Site Database /Site
Management / &lt;site code> — <site name> / Site Settings / Site Systems

Right-click the site system server name, and then click New Roles.
Select Software update point, and then click Next.

Specify whether the site server will use a proxy server when connecting to the software update point, and then
click Next.

Select Use this server as the active software update point, and then specify the port settings configured for the
WSUS Web site on this site system.

Specify the synchronization source for the active software update point using one of the following
settings: like Synchronize from Microsoft Update or Synchronize from an upstream update server

Keep the default setting Do not create WSUS reporting events, and then click Next

Specify whether to synchronize software updates on a schedule by selecting Enable synchronization on a
schedule

Specify the update classifications for which the software updates will be synchronized, and then click Next.
Specify the products for which the software updates will be synchronized, and then click Next.

Open SUPSetup.log in </nstallationPath>Logs to monitor the installation progress for the software update point.
When the installation completes, Installation was successful is written to the log file.

Open WCM.log in </nstallationPath>Logs to verify that the connection to the WSUS server was successful.

8. How do you Backup SCCM Server?



To create a scheduled backup task, expand the Site Settings node and expand the Site Maintenance node, click
on Tasks.

For Manual backup — Start SMS_SITE_BACKUP service
9. What are the client deployments methods?

Client Push Installation, Software update point based installation, Group Policy Installation, Logon Script
Installation, Manual Installation, Upgrade Installation(software Distribution)

10. Can you discover clients those are in different AD forest?

yes.
Internet-based client management, which supports the following site systems installed in a separate forest to
the site server:

Management point

Distribution point

Software update point

Fallback status point

11.What are the prerequisite for Software Update Point?

Windows Server Update Services (WSUS) 3.0, WSUS 3.0 Administration Console, Windows Update Agent (WUA)
3.0,Site server communication to the active software update point, Network Load Balancing (NLB),Background
Intelligent Transfer Server (BITS) 2.5,Windows Installer

12. What is SMS Provider?

The SMS Provider is a WMI provider that allows both read and write access to the Configuration Manager 2007
site database. The SMS Provider is used by the Configuration Manager console

The SMS Provider can be installed on the site database server computer, site server computer or another
server class third computer during Configuration Manager 2007 Setup. After setup has completed, the current
installed location of the SMS Provider is displayed on the site properties general tab

13. What is ITMU?
SMS 2003 Inventory Tool for Microsoft Updates
What is the use of WSUS (Windows Server Update Service)?

It enables administrators to deploy the latest Microsoft product updates to computers that are running the
Windows operating system.

14. What is SUP ( Software Update Point)?

This is required component of software updates, and after it is installed, the SUP is displayed as a site system
role in the Configuration Manager console. The software update point site system role must be created on a
site system server that has Windows Server Update Services (WSUS) 3.0 installed.

15. What is BITS-Enabled Distribution Points?

Client computer always uses server message blocks (SMB) instead of BITS. Helps control bandwidth throttling
between client computers and distribution points. BITS-enabled distribution point and is interrupted, it can
resume where it left off.



16. What is Server Locator Point?

SLP are used in a SCCM hierarchy to complete client site assignment on the intranet and help clients find MP
when they cannot find that information through AD Domain Services.

17. What is Fallback status point?

Site system role that helps you manage clients and identify any client-related problems.

SMS 2003 client computers cannot use a fallback status point.

Fallback client support how many client’s: 1lack

Identify clients that are unmanaged because they have problems communicating with their MP.

Here you can see that because a FSP was not defined, the state messages (100, 400) from

the ccmsetup.log were not forwarded anywhere. The next set of snippets are from the ccmsetup.log where the
client is passed the FSP= property during client installation. Notice that the FSP line is no longer blank and
contains the FQDN of the server holding the FSP Role.

18. What is MIF?
SCCM can use MIF files to determine the success or failure of an installation.

After a program has finished executing, SCCM will look in the %windir% and %temp% directories for new MIF
files (created after the time of the program execution start) and then match them on any or all of the following
criteria.

19. Why MOF Files Used by Hardware Inventory?

2 MOF files used by hardware inventory processes are the Configuration.mof and SMS_def.mof MOF files. To
enable Asset Intelligence, you need to open the SMS_DEF.MOF file

Unlike the configuration.mof file, the SMS_def.mof file is never directly sent to clients.

Only the policy generated by the contents of the SMS_def.mof is actually compiled by Configuration Manager
2007 clients.SMS_def.mof file defines the reporting classes used by the hardware inventory client agent.

20. What is the differences between Package Refresh & Package Update?

Package Update:- This should be used if you make any changes to the source files themselves. When you
update a package, it will create a brand new, fully complete, compressed file (thats the PCK file located in the
SMSPKG folder) and also create a delta compressed package file, which only has the changes made between
the old and new compressed files. The delta files are then sent to all the DP’s and the new PCK file is then used
for any new DP’s that are added to the package from then on. This also updates the source version of the
package in SQL.

Package Refresh:- | normally use the refresh if either, | get any hash errors on clients trying to use the files to
install software (the package has uncompressed but is corrupt) or in conjunction with

the preloadpkgonsite.exe tool. No new PCK files are sent, it simply sends another PKG file, which then uses the
current PCK file on the server and uncompressed the files again, overwriting the old package files.

21. Why to Extend Schema in SCCM?

Publish the ConfigMgr 2012 site information to AD, ConfigMgr 2012 can publish information to AD.



extadsch.exe tool or the ConfigMgr_ad_schema.ldf file

4 actions are required to enable Configuration Manager Clients to query Active Directory Domain Services to
locate site resources

- Extend the Active Directory schema.

- Create the System Management container.

— Set security permissions on the System Management container.

- Enable Active Directory publishing for the Configuration Manager site.
22. What is Senders?

There are two types of senders Standard Sender & Courier Sender

Standard Sender(Pre-stage Content requires Courier sender):- The standard sender is installed and configured
by default on all primary and secondary sites. If your site-to-site communications occur over a LAN that uses a
supported protocol, you do not need to install another sender

Courier Sender:- The courier sender is installed and configured by default on all primary and secondary sites.
When you have large packages that require excessive time or bandwidth to be sent over the network, this
sender can be useful. You can use courier sender at the source Configuration Manager 2007 site to create a
parcel (that is, a collection of files transferred from one site to another using courier sender); write the parcel to
a tape, CD, or other physical medium; and then ship the tape or CD to the destination site by mail or a courier
service. At the destination site, you can then use courier sender at that site to receive the parcel and import the
package data into the site.

23. What are Discovery Methods?

— Active Directory System Group Discovery
— Active Directory Security Group Discovery
— Active Directory System Discovery

— Active Directory User Discovery

— Network Discovery

— Heartbeat Discovery

24. What are the Site System Roles?

Management Point
Server locator Point
Distribution Point
Software Update Point
Reporting Point
Fallback Status Point
PXE Service Point
State Migration Point

25. SCCM BITS Throttling?



Computer Client Agent Properties found within Site Management\Site\Site Settings\Client Agents

Group Policy Preferences to throttle BITS traffic
26. What are Ports used in SCCM?

Client to site system 80(HTTP)and default HTTPS port 443
Site Server to Site Server SMB 445 its bi-directional
TCP 2701 is the port that SCCM 2012 used for remote control

Q. what is the difference b/w SCCM 2007 & SCCM 2012?

Features 2007 2012
Automatic Client Health Remediation No Yes
State-based Application Distribution No Yes
Self-service portal No Yes
Xen-App Package Deployment No Yes
Uninstallation via Software Center No Yes
User-Device Affinity No Yes
Distribution Point Groups No Yes
Boundary Groups No Yes
Application Revision History No Yes
Automatic Software Updates Deployment Rules No Yes
Automatic clean-up of Superseded and Expired Updates No Yes
Collection-based Policies No Yes
User-friendly ribbon No Yes
Automatic Boundary Discovery No Yes
Forest Discovery No Yes
Offline Servicing of OS Image No Yes
Automatic Remediation of Configuration Drift No Yes
Role-based Access Control No Yes
User Power Management Opt-out No Yes
Non-Windows Mobile Device Management No Yes
User Only Collection No Yes
Device Only Collection No Yes
IOS package distribution No Yes
Android package distribution No Yes
Shared Cache No Yes
User-Triggered Uninstallation No Yes
Auto cleanup of superseded and expired updates No Yes
Policy Targetting Site Collection
Cross-Forest Management No Yes




Q. what is SMS Provider?

The SMS Provider is a WMI provider that allows both read and write access to the
Configuration Manager 2007 site database. The SMS Provider is used by the
Configuration Manager console, Resource Explorer, tools, and custom scripts used by
Configuration Manager 2007 administrators to access site information stored in the
site database.

Q. how many types of sites are there in SCCM 2007?

Primary Site: Manages clients in well-connected networks

Secondary site: Controls content distribution for clients in remote
locations across links that have limited network bandwidth.

Parent Site: It is a site at the top level in the hierarchy & it does not come
beneath any other sites.

Child Site: A site which comes under a site in a structure & gets
information from that site (Higher Level) known as child site..

Q. how many types of sites are there in SCCM 2012?

1. CAS (Central administration site):- The central administration site
coordinates inter site data replication across the hierarchy by
using Configuration Manager Database replication. It also enables
the administration of hierarchy-wide configurations for client
agents, discovery, and other operations.

Use this site for all administration and reporting for the hierarchy

2. Primary Site: Manages clients in well-connected networks



3. Secondary site: Controls content distribution for clients in remote
locations across links that have limited network bandwidth.

Q. what is Site server, Site system & Site system Roles?

Site Server:The site server is the computer on which you install
Configuration Manager 2007 or 2012, and it hosts services required for
Configuration Manager.

Site system: A site system is any computer running a supported version
of Microsoft Windows or a shared folder that hosts one or more site
system roles.

Site system Role: A site system role is a function required to be able to
use Configuration Manager 2007 or to use a feature of Configuration
Manager.

Q. what is Diff b/w native mode and mixed mode?

Native Mode: More secure solution than mixed mode because it
provides better authentication, encryption, and signing using standard
industry security rotocols. Supports Internet-based client management
can integrate with existing PKI deployment

Mixed Mode: Does not require a PKI deployment, so it has no external
dependencies. Supports clients running SMS 2003

Supports WINS for the means by which clients locate their default
management point if Active Directory and DNS cannot be used.



Q. what are the Discovery Methods & DDR available in SCCM 2007
& 20127

Discovery Data Records

When Discovery runs, it creates discovery data records (DDRs). The
information contained in a DDR varies depending upon the discovered
resource. For example, it can include the NetBIOS name of a computer, the
IP address and IP subnet of a computer or device, and the computer
operating system name. The approximate size of an individual DDR is 1 KB.

Discovery Methods

. Active Directory System Discovery - Discovers computers from the specified
locations in Active Directory Domain Services.

. Active Directory User Discovery - Discovers user accounts from the specified
locations in Active Directory Domain Services.

. Active Directory Security Group Discovery - Discovers security groups, including
local, global, and universal groups from the specified locations in Active Directory Domain Services.

. Active Directory System Group Discovery - Discovers additional information
about previously discovered computers from the specified locations in Active Directory Domain
Services. This information includes the OU and group membership of the computer. Active Directory
System Group Discovery does not discover information about new resources that did not previously
exist in the Configuration Manager site database.

. Heartbeat Discovery - Used by active Configuration Manager clients to update their
discovery records in the database. Because it is initiated by an active client, Heartbeat Discovery does
not discover new resources.

. Network Discovery - Searches your network infrastructure for network devices that have
an IP address. This allows you to discover devices that might not be found by other discovery methods,
including printers, routers, and bridges.

. Forest Discovery — SCCM 2012 has a new discovery method which
discovers other forest in the network

Q. what are the Boundaries in SCCM?

Configuration Manager Boundaries are defined in the
Configuration Manager console and are defined by



IP subnet, Active Directory site name, IPv6 Prefix, IP ranges,

Boundaries are used to assign clients to a specific Configuration Manager
2007 site and should be unique to each site.

When defining site boundaries for sites, ensure that you do not define the
same boundary for more than one Configuration Manager 2007 site, doing
so leads to a situation called overlapping site boundaries.

Q. what are the components available in SCCM?

Software Distribution
Management Point

Software Update Point Status
Reporting

Out of band management
System health Validator Point

Q.9 what is MP, DP, FSP, Reporting Service Point, Application
Catalog web service point, Application Catalog website point?

MP: It is a primary point of contact between Configuration Manager
Clients and the Configuration Manager Site server.

DP: It is a point that stores packages for clients to install.

FSP: A fallback status point helps you monitor client installation and
identify the clients that are unmanaged because they cannot
communicate with their management point.

Reporting Service Point: A reporting services point integrates with SQL
Server Reporting Services to create and manage reports for Configuration
Manager.

Application Catalog web service point: Application Catalog web
service point provides software information to the Application Catalog



website from the Software Library.

Application Catalog website point: Application Catalog website point
provides a list of available software to users.

Q.13 what is Software metering?

Software metering in Configuration Manager allows you to monitor and
collect software usage data on Configuration Manager Clients.

Q. what is WIinPE 3.0?

Windows® Pre-installation Environment (Windows PE) 3.0 is a minimal
Win32® operating system with limited services, built on the Windows® 7
kernel. It is used to prepare a computer for Windows installation, to copy
disk images from a network file server, and to initiate Windows Setup.

Q.11 What is BDP?

Branch distribution points provide an option for efficient package
distribution to a small office with limited bandwidth, Depends on a
standard distribution point from which it receives its content. To function
properly, a branch distribution must contact a BITS-enabled standard
distribution.

Q.12 what is Internet-based client management?
Internet-based client management allows you to manage Configuration

Manager 2007 clients when they are not connected to your company
network but have a standard Internet connection.

Q.14 what is inventory in SCCM?



Inventory, gives you system information (such as available disk space,
processor type, and operating system, Applications) about each computer.
There are two types of inventory:

1. Software Inventory
2. Hardware Inventory

Q.15 what are the packages can distribute through ITMU or WSUS?

All Microsoft package, hot fixes, patches & Software Updates,
Service pack, Critical Updates, Update Roll ups.

Q.16 what is SMS Executive?

ltisa that It Log file
Executive Host process for Monitored Service smsexec.log
Service thread components = Component

Q.17 How to take backup of SCCM?

Create a folder for storing the data

In Windows Explorer create a folder for storing our backup data
eg: D:\sources\backup

Go to -

Site Settings node and
expand the Site Maintenance node,

click on Tasks
Select Backup configuration manager

Q.18 what is Wake on LAN in SCCM?



Wake on LAN: - This is the feature of SCCM by which SCCM sends wake up
transmission packets to clients for a particular Deployment or a Task
Sequence to run.

Q. What is Asset Intelligence?

The Asset Intelligence Configuration Manager feature allows
administrators to inventory and manage software in use throughout the
Configuration Manager hierarchy.

Asset Intelligence enhances the inventory capabilities of Configuration
Manager 2007 and Configuration Manager 2007 SP1 to help manage
software in use and software license management in the enterprise. Many
additional Asset Intelligence specific inventory classes improve the
breadth of information gathered about hardware and software assets.

Q. what is Maintenance Window in SCCM?

Maintenance windows provide administrators with a way to define a period of
time that limits when changes can be made on the systems that are members
of a collection. These windows restrict the running of operating system
advertisements, as well as software update deployments and software
distribution advertisements.

When a maintenance window is applied to the collection, configuration changes
to collection member systems cannot normally be made outside of this time
frame through Configuration Manager. This provides a safety net for
administrators to ensure that client configuration changes only occur during
periods when little or no impact to the organization will occur.

Q. Why do we use BITS in SCCM?

1. with BITS, the data Transfer uses only the available bandwidth and will
never choke your network while delivering something to clients or to Sites.

2. With BITS if we have a suspended data to be transferred, it will resume
from the same point at which it was suspended.



Q. What should you choose (Primary Site vs Secondary Site vs
Distribution Point)?

Primary Site: Choose a Primary Site when you want to manage Clients
Directly.

Distribution point: Choose Distribution point at almost most of the time

Secondary Site: Scenarios where:

You want to manage the Upwards flow of Data Upwards,

You want to have a local SUP ( Software Update Point ),

You want to have a local Management Point so that Clients Pick up
policies and report to this Local MP,

and your low bandwidth site has more than 400 or 500 Client Machines.

Q. Determine If You Need a Server Locator Point for
Configuration Manager Clients?

Server locator points are used in a Configuration Manager 2007 hierarchy
to complete client site assignment on the intranet and help clients find
management points when they cannot find that information through
Active Directory Domain Services.

Intranet clients use Active Directory Domain Services as their preferred
method to complete site assignment and find management points.

However, clients must use a server locator point if
. Active Directory schema is not extended for Configuration Manager 2007
or the site is not published to Active Directory Domain Services, or

. if clients do not belong to the same Active Directory forest as the site
server's forest.

Q. what is Content Library?



The content library is a new concept that was introduced in System Center 2012
Configuration Manager. In a nut-shell, the content library stores all the Configuration
Manager content efficiently on the disk. If the same file is part of two different
packages, it stores only one copy in the content library. However, references are kept
indicating that the file is part of both the packages.

Q. what is Out of Band Management?

Out of band management in System Center Configuration Manager provides a powerful
management control for computers that have the Intel vPro chip set and a version of Intel
Active Management Technology (Intel AMT) that Configuration Manager supports.

Out of band management lets an administrative user connect to a computer's AMT
management controller when the computer is turned off, in hibernation, or otherwise
unresponsive through the operating system. In contrast, in-band management is the
classic approach that Configuration Manager and its predecessors use, whereby an agent
runs in the full operating system on the managed computer, and the management
controller accomplishes tasks by communicating with the management agent.

Out of band management supplements in-band management. While in-band management
supports a wider range of operations because its environment is the full operating system,
in-band management might not be functional if the operating system is not present or is
not operational. In these situations, by using the supplementary capabilities of out of band
management, administrative users can manage these computers without requiring local
access to the computer.

Out of band management tasks include the following:

. Powering on one or many computers (for example, for maintenance on computers
outside business hours).

. Powering off one or many computers (for example, the operating system stops
responding).

. Restarting a non functioning computer or booting from a locally connected device
or known good boot image file.

. Re-imaging a computer by booting from a boot image file that is located on the
network or by using a PXE server.

. Reconfiguring the BIOS settings on a selected computer (and bypassing the BIOS
password if this is supported by the BIOS manufacturer).

. Booting to a command-based operating system to run commands, repair tools, or
diagnostic applications (for example, upgrading the firmware or running a disk repair tool).

. Configuring scheduled software deployments to wake up computers before the
computers are running.

Q. Which are the client log files for Software Distribution?



Policyagent.log: This log contains information about the new policies
received by the client.

Policyevaluator.log: This log contains information about the evaluation of
new policies that are being received.

Datatransferservices.log: This log contains the software download
information onto the client machine.

execmgr.log (Most Important): This log contains all other relevant
information like installation, Execution of deployment.

Q. What is Sysprep?

The System Preparation (Sysprep) tool is a technology that you can use with other
deployment tools to install Windows operating systems onto new hardware. Sysprep
prepares a computer for disk imaging or delivery to a customer by configuring the
computer to create a new computer security identifier (SID) when the computer is
restarted. In addition, Sysprep cleans up user- and computer-specific settings and data
that must not be copied to a destination computer.

Audit mode enables you to add additional device drivers or applications to a Windows
installation. After you install the additional drivers and applications, you can test the integrity
of the Windows installation

If you intend to transfer a Windows image to a different computer, you must run sysprep
/generalize, even if the computer has the same hardware configuration.

The sysprep /generalize command removes unique information from your Windows
installation, which enables you to reuse that image on different computers. The next time
you boot the Windows image, the specialize configuration pass runs.

Q. How Sysprep Works?
Sysprep Executable

Sysprep.exe is the main program that calls other executable files that prepare the Windows
installation. Sysprep.exe is located in the %WINDIR%\system32\sysprep directory on all
installations. Sysprep must always be run from the %WINDIR%\system32\sysprep directory and



must run on the version of Windows with which it was installed.

Sysprep Process

When Sysprep runs, it goes through the following process:

1. Verifies that Sysprep can run. Only an administrator can run Sysprep, and only
one instance of Sysprep can run at a given time. Also, Sysprep must run on the
version of Windows with which it was installed.

2. Initializes logging.

3. Parses command-line arguments.
If no command-line arguments were provided, the Sysprep window appears that
enables users to specify Sysprep actions.

4. Processes Sysprep actions, calls appropriate .dll files and executable files,
and adds actions to the log file.
5. Verifies that all .dll files have processed all their tasks, and then either shuts

down the system, restarts the system, or exits Sysprep.

Secondary Site Addition

Overview:

In this post, I'm going to go through the process of installing a secondary site in a Configuration Manager
2012 SP1 site.

My Environment:

CM12.CONTOSO.LOCAL = CM Primary Site Server (Sitecode is PRI)
CM12DEN.CONTOSO.LOCAL = This will be the new Secondary Site Server (Sitecode will be DEN)
AD Security Group Names All CM Servers = This is a security group that contains the computer
accounts of my two ConfigMgr Servers. | use group policy preferences to put this group in the
local administrators group on my ConfigMgr Servers. You can manually add the Computer
account as a local admin if needed (We will go over this later in this post).

Prerequisites To Install Secondary Site:

Roles / Role Services Required for Secondary Site:

Web Server (IIS)
o Application Development:
= |SAPI Extensions

o Security:



=  Windows Authentication
o IIS 6 Management Compatibility

= ]IS 6 Metabase Compatibility
= [IS 6 WMI Compatibility

Features Required for Secondary Site:

Remote Differential Compression
e BITS

e NET Framework 3.5

.NET Framework 4

The following ports will need to be opened between the site server and remote secondary site server
o TCP: 4022 (SQL), 1433 (SQL), 135 (RPC/WMI), 445 (SMB)

Give the Secondary Site Server Computer Account Permissions to the System Management container in
AD.

My Thoughts On Secondary Sites:

If you are doing this in a lab for testing then ignore this part. In many cases a Distribution Point can
suffice rather than installing a Secondary site. When using a Remote DP rather than a Secondary Site it
reduces the complexity of the site. | would highly recommend starting with a DP before installing a
Secondary Site and monitoring the link. Here's a few scenarios where it may make more sense to install a
Secondary Site rather than a DP:

e Large amount of clients (e.g. 500 — 1,000 +) in remote location
e Very slow connection to a remote site
o Need to control the upward flow of data from clients (e.g. Machine Policy, Software
Inventory, Hardware Inventory) these actions don't use that much bandwidth

Here is a Forum Post on choosing between a Secondary Site and Remote Distribution Point that may help
you

Performing The Secondary Site Install:

The first thing | did was install the required Roles & Features as mentioned above on CM12DEN server.

Install the Web Server (IIS) Role from Server Manager. You can uncheck the "Include management tools
(if applicable)" box if you receive it.



DESTIMATIOMN SERVER

Select server roles CMIZDENCONTOSOLOCAL

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Sarver Seloction Web Server (II5) provides a reliable,

I e s ecithe

[] Application Server application infrastructure.
e [ DHCP Server
Web Server Role (IS) [] DNS Server

Role Services ] Fax Server

Confirmation b [ File And Storage Senvices (Installed)
[ Hyper-v
[[] Metwark Policy and Access Services
[C] Brint and Document Services
[T] Remote Access
] Remate Desktop Services
[ Volume Activation Services
B b sever (15)
[] Windows Deployment Services
] Windows Server Update Services

| < Previous | | | instal | [ Caneel |

Add the BITS feature on the next dialog. Go ahead and click the Add Features button this will ensure the
required IIS role services are installed to support BITS:



s Add Roles and Features Wizard = Ll |

: ST DESTINATHON $2AWER
Select f‘E‘:.'-[L-'H:‘S CMIZDEM.CONTOSOLOCAL
x
Select one or more features to install on the seleched server,
Features Description
o AR A Background Intelligent Transfer
; : [ Senvice (BITS) asynchronoushy
NET Framework 4.5 Featur talle transfers files in the foreground or
| feaes | T |8|  backgeound controk the fow of the

] pisfiers 1o preserve the
H porisreeness of other network
Bplscations, and automatically
Mumes file transfers after
Noonnacteng from the netwark or
; tarting the computer.

Add features that are required for Background
Intelligent Transfer Service (BITS)?

You cannot install Background Intelligent Transfer Senvice (BITS)
unless the following role services or features are alio installed

4 Remsote Server Administration Tooks et
4 Feature Admanstration Toolks
[Tools] BITS Server Extensaons Toolk
4 Web Sener (II5)
4 Web Server
4 Comman HTTP Features
HTTP Rederection
4 Health and Diagnostics

Logging Toals

¥ Inchude management tools (if applicable)

___', |.lui:i Fuh.ures| Cancel

Add the Remote Differential Compression Feature and .NET Framework 3.5 and 4 if it's not already
Installed:

MET Framework 3.5 Features h

(m] .MET Framework 4.5 Features (Installed)

I Remote Differential Compressio P- i I

On the Role Services page for Web Server (I1S), Verify the required Role Services are Checked. In my case,
| only had to check Windows Authentication and 1IS 6 WMI Compatibility because BITS automatically had
the others checked.




Select role services

Bafore You Begin
Ingtallation Type
Server Selection

Server Roles
Faaturss
Web Server Rale (I5)

Confirmation

Select the role services to install for Web Server (I15)

Raole services

[ URL Authorization
[+ Windows Authentication h
b [v] Application Development
|a [] FTP Server
] FIP Senvice
] FTP Extensibility
[ 1S Hastable Web Core
| Management Toels
' [ 115 Management Console
4 [ 115 6 Management Compatibility
[+ 11S 6 Metabase Compatibility
[J] 115 6 Management Console
[ 115 6 Scripting Tools
IS 6 Wh

Compatibeliby

DESTINATION SERVER
CMIZDEN CONTOSOLOCAL

Description

115 & WMI Compatibility provides
Windows Management
Instrumentation (WMI) scripting
interfaces to programmatically
manage and sutomate tasks for IS
£.0 Web server, from a set of scripts
that you created in the WMI
provider. This service includes the
Wikl CIM Studio, WMI Event
Registration, WMI Event Viewer, and
W1 Object Browser tools to
manage sites.

|<Fmim.|=|| Mext > |

Install

[eoncet ]

On the Confirmation page | checked "Restart the destination server automatically if required" then clicked

Install.

Now that we have the required Roles and Features installed, we will need to make sure the computer
account of the Primary Site Server has local administrative permissions on the server that's going to host
our Secondary site. The reason the computer account of the Primary Site needs to be local administrator
is because this account is used to initiate the installation of SQL Express and the ConfigMgr Site

Components.

| used group Policy Preferences to add a Security Group that contained my Primary Site servers computer
account to the local administrators group on my secondary site server. You could manually click add and
select your Primary Site servers computer account though:



Local Users and Groups (Local)
p
[ Users
[ Groups

Changes to a user’s group membership
| Add.. || Remove | arenot effective untilthe next time the
user logs on.

OK ][ Cancel || ooy

You will also need to give the Secondary Site Server computer account full control of the System

Management container. This will allow the Secondary Site Server to publish information about itself to AD
you can use "AD Users and Computers" in the advanced view or ADSI Edit (This is what | used). Make sure
you choose the Advanced on the Permission Dialog and choose "This Object And All Descending Objects".



Z

ADSI Edit

File Action View Help

s 2@ XD sz B

ZF ADSI Edit Mame Class
4 [ Default naming contest [DC]| 1) CM=AdminSDHolder cantainer
4 [ DC=CONTOSO,0C=L0C) | () CN=ComPartitions container
_:j CHzBuiltin 1 CH=ComPartitionSets contamer
) €Nz Comguters (7] CM=Defaukt Domain Policy  domainPalicy
_:‘ l.‘.ll.l:l:hm-fmn f50l "] CM=Dfs-Configuration dfsConfigura...
) C=ForeignSecutit| - oy pecp GichalSettings  meDFSR-Glo..
ﬂ ;ﬁf t:’f“‘*"“”' (7] CM=Domainlipdates container
= OU=Managed || 29 ChaFae Replication Service  nTFRSSettings
1 CN=Managed Service 4 i
: [ CH=FileLinks fileLinkTrack...
] CH=NTD5 Quotas - i 3
| CH=Program Duata el m :unh.n:r
b B CHeStem .: CH:H-nﬂng-:. cmu_nu'
T CN=TPM Devices ] CN=MicrosoftDNS cortainer
] Chimlkers [ CM=Password Settings Con..  msD5-Passw...
] CM=Palcies eontaier
1 CN=P3Ps s maging-...
] CM=RAS and LAS Servers Ac... contaimner
] CM=RpeServices rpcContainer
_." CM=System Management  container
] CM=WinsockSerices contamner
] CH=WMIPalicy container
] CM=BCKUPKEY dccctidl-c... secret
[[]CM=BCKUPKEY Gef3alZa-8.. seerst
| ] CM=BCKUPKEY P Secret secret
[T CM=BCKUPKEY PREFERRED... secret

B 5YSTEM
Aoz
BLCM IS Servers [CONTOSO\CM 115 Servers)

Now that the Prerequisites are done, we can start the "Create Secondary Site Wizard".
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Enter the General Information about your Secondary Site:



Speafy settings for a new secondary site

Gemeral

Installaticn Source Files

SO Sercer Settang Erberthe ste code that is used b uniquely idently this Corfigurstion Manager secondary sbe in your Hiecanchy.

Distrbution pe=nt Compurter that's going to host
Drrve Settings She code Exnepie: X7 DEM the Secondary SIte

Content Vahdatson

Boundary Groups

Surnenaty St server name: CMI2DEN CONTOS0, LOCAL [ ——
Progress Speciy the sbe name that helps 10 denbfy the sbe. Example: Contoso remole ste

Cosmpletion

Erter tha FODN for the secondany ste server. Exampla: sarver | oo comtoss com

Ska rame: | Sontome - Denver Secondary Ste

Thoe e code aredl sbe name must b unigus in e Configurstion Marager hseranchy and cannct ke charged after you instal the
e,

Spseecdy th installation Tokder for the secondary sbe
Instalstion fokder: C\Program Fles'Jcrosofi Configuration Mand Browse

Ol Summany 1o install the new secondiany st by using default seitings, or click Nead 1o configure seltings for the secondany sbe.

Thonr it settireg vl Pl nesocintn B diatribetion point with & Exundiry group. which might prevent chants from uaing thia
distrbution poirt for contert kacation.

| left the Default "Copy installation source files over the network from the parent site" for the "Installation
Source Files".

| don't have SQL Server Enterprise/Standard on the Secondary Server (These cost money). Configuration
Manager secondary sites can use SQL Server Express Edition which is free so I'm going to use this option.
Notice you will need to allow ports 1433 and 4022 through the Firewall.



Spedfy the SQL Server settings to be used for this secondary site installation

Marager secondary sbes requirs 8 Microscll S0IL Server mummmwm S0L Server
Express £an be installed duing secondary ste sstup or an sosting S0L Server irstance can be

Configumtion Manager ses SO0 Server Servicn Broker [558) bo mplicate dats betwesn parent and chid ste databass senves in
the Feeranchy. Yiow must specy 8 TCF podt number for the SGL Sarver Servion Broker to use.
This pert b9 ciflerert from the SOL Server service pot, which i detected automatealy
8 instil ang corfigure 0 local copy of 0L Server Exress on the secondany ste computer
SOL Server service por 1433
SOL Server Senvice Broker port a2
(7} U an edsting SGL Sarver ingtance

CHNZDEN CONTOSD LOCAL

In my demo, I'm going to be using HTTP. If your using HTTPS you should request your certificates and
edit the binding in IIS prior to completing this wizard!



Spedify distnbution point settings ¥oul can leave this undhecked snce we installed
the required Web Server (115) role services,

Installaticn Source Files

SOA Sercer Settangs wourca fles for chents 1o downiond,
Distnbution peent O el corfigrrs 15 F revused by Condgurntion Manposr
Drrve Settings Yion ruat pebect thin option t2 inetsl the distsbution pont

Content Validation Spachy how chert conguten eth s datrbution port,
Boundary Groups () HTTP

Surnenary Dioen rict pupseet mashile davvicns o Mac computen

Progress ) HTTPS

Cosmpletion

Ao intranet-onky connechons

[ Miorw chets b et Brvoryrnonsily

Creaie  sell -signed cerficale of mpod a P chent cotificate
% Create sef sigred cetfcate

Set exparation date: SR

170 et cortiicate

[ il this destebution point for prestaged content

Lise the applcation o padcages properties to choose how conbent s copead o this destdbufion point.

< Previous |_ Hest > _: Summary

| left the default on the remaining settings. You will want to create a Boundary and assign it to a Boundary
Group for your secondary site though to ensure clients receive content from the appropriate DP.

Monitoring The Secondary Site Install:

The install can take a little time depending on the Computer Hardware and connectivity to the Primary
Site Server. Here are some ways you can monitor the Installation.
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The "Show Install Status" will give you a very nice overview of the installation status:

Detailed ste installation status for Secondary ste TEN - Contoso - Denver Secondary Ste’

Fiter...

Tirne Stamp Status Description

@517201311:2617PM . Passed  Werfies that Intemet Information Services (IIS) is running.

@ 5172013112617 PM ; Passed  (Check larget management port and distibution poirt maching | ..
'ﬁ'Eﬂ?f?ﬂlS‘H:EE:I?PM i Passed  Verfies that the site server operating system meets the mirimum ...
€ 5/17/201311:2617 PM i Passed  Verfies that a valid Senvice Principal Name (SPN) is registered i ..
05-"‘]?!21'."311:25:1??“ i Passad Verfies that the required administratiie shanes are present on th._.

o&-"'l]"ﬂﬂl:i'l'lﬂﬁ:l]"l"“ i Passed Check that the specfied FQDMN for the SQL Server computeris ..
5172013 112617 PM i Passed  Checks if the SQL Server hosling the Configuration Manager sit...
@ 517/2013 112617 PM i Passed  Verfies SQL Serveris configured to reserve at least & gigabytes..,
51772013 112617 PM isi Passed  Checks i you have configured 3 lmit on SQL Server memory us...
ﬂE.-'!?QUIE‘I‘IEEWPM isi Passed Checking the site SGL Server Top is enabled and ==t to Static ...
ﬂmmmanzsnpu isd Passed D‘leduuﬂ'leﬁeSGLSﬂwunﬂEumEﬁlm

AP i e R S = . [ 1 s e T

Description:
[Passed]Verfies that Intemet Infommation Services (11S)is running.

The Prerequisite log (ConfigMgrPrereq.log) can be found on the Primary Site Server at the root of the
drive:



U] File Tools Windew Help
28 i ng
Lesg Tt
<05-17-2012 232543 CMIZDEN.CONTOSO.LOCAL:  Chent Version on Managermnent Point Compater;  Passed
< 17-2013 232548 INFC: Prevequisite Type & Server DR:CMIZDEN.CONTOS0ULOCAL
<05-17-2013 23:25d8> <« <RuleCategony: Access Pamatsionss > »
<05 17-2013 23:26edd> < << CategoryDesc: Checiing sccess permissions.. > = »
«05-17-2013 23:26dd> « < <RuleCategon: Systern Feguirementss »»
<05 172013 23:26d8> < < < CategoryDesc: Checiong system requianements for Confighigr_»»
o(r5-17-2013 23bbdd> CMIZDEN.CONTOSOLOCAL  Unsupported distibuticn point operating system version for Setup;  Passed
<05-17-2013 23:26d@> IMFO: The rule ‘Domain membsership® has been run on server 'CW12DERLCONTOS0.LOCAL', sipped.

205-17-2013 23:3548> IMFO: The rule ‘Pending system rectsst’ has been run on seneer "CM12DEN.CONTOS0.LOCAL", slapped.

<05 17-2013 23:26edls> < <<RuleCategory: Dependent Compongrtss» >

205-17-2013 232648 <« < CategoryDess: Checling dependent components for ConfigMigr_=»»

<05 17-2013 232iedl> CMI1ZDEN.CONTOSOLOCAL  Microsoft XKML Core Services 6.0 [MEXMLED) for distibution poant;  Passed
<05-17-2013 23:2648> INFO: The rube 'llS sérace nanning' hed been run on serder 'CMI20EN.CONTOS0LOCAL", skipped.
<05-17-2013 23:2648> CM1ZDEN.CONTOSO.LOCAL: 115 HTTPS Configuration for distributson point;  Passed

<05-17-2013 23:0648» CMIZDEN.CONTOSOLOCAL:  Administratree ights on distnbution pont:  Passed

<05-17-2013 232548
<05 17-2013 23:3edls = Prevequisite checking is completed, =
<05-17-2013 23:26dd>
a5 17-2013 23:bbedds INFO: Updating Prerequisite checking result into the registry
<05-17-2013 232543 INFO; Connectang to CMIZDEN.CONTOSO0ULOCAL registry

Ok Settirg regestry values

<05-17-2013 23: 26485 INFO: Setting registry values

Once the Prerequisites have been complete and passed, you see view the Sender.log on the Primary site
server. This log will show the process of copying the installation binaries from the Primary Site Server to
the Secondary Site Server.
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Log Text

Atternpt to write 1048576 bytes to \WCM12DEN CONTOSO.LOCALLCS\SMS_BOOTSTRAP PKS ot position A2521088
Wicte H43575 bytes to \WCMI2DEN CONTOSOL OCALNCTSMS,_BOOTSTRAR.PKG st position 82521088

Atternpt 1 weiite 1048576 bndes 1o WEMIZ0EN.CONTOS0.LOCALLCREMS BOOTSTRAP PKG » pestion BI36M064
Wicte 1043576 bytes to L MIZDEN CONTOSOL OCALCTISMS,_BOOTSTRAP. PKG at position 3569664
Atbernpt o write 1048576 bytes to WM ZDEN.CONTOSO.LOCALLCTSMS_ BOOTSTRAPPKG at position B4S1E240
Wirete 103578 bybes to \WCMILEDEN.CONTOSOL OCALVCEMS _BOOTSTRAP.PKG ot position 32518240
Atternpt to werite 1048576 bytes to \WCMIZDEN CONTOSO.LOCAL\CSISMS_BOOTSTRAP PKG at position BS656216
Wicte 143575 bytes to \WCMIZDEN.CONTOSOL GCALCTISMS,_BOOTSTRAP.PKG st position 5665816
Bateenpt te wiite 104576 bytes 1o VCMTZDEN CONTOSOLOCALVCSISMS_BOOTSTRAR PKG ot petition BETI 8352
Wiote 143576 bybes bo \WCMIZDEM CONTOSOL OCALCTVSMS,_BOOTSTRAP.PKG at position 36715352
Atternpt to wiite 1048576 bytes to VM1 ZDEN.CONTOS0.LOCALVCF\SMS_ BOOTSTRAP.PKG ot position 7763368
Wircte M35TE bytes bo \\WCMLZDEN CONTOSOL OCALCHEMS _BOOTSTRAR PKG st pesition 8TTE3348
Atternpt to werite 1048576 bytes to \WCMI2DEN.CONTOSO, memms_auarsrwpm a1 position BEII 2544
Wrcte H043576 bybes ta \WCMI1ZD ; : postion BBE12544

tternpe b wite 1048578 bytes s podikion B3361120

Atternpt 1o write 1043576 bntes te 'l.kﬂMﬂﬂEH-CDNTUEDuLD{lU.fﬁﬂ-ﬁ BOOTSTRARPPKG o1 pottion J0009C065
Wircte VEATE bytes to \WOMIZDEN.CONTOSOL OCALVC SRS BOOTETRAR PKG ot position 0505656
Atternpt to write 1048576 bytes to (WIMIIDENLCONTOSC.LOCALZCREMS BOOTSTRARPKG ot position 91955272
Wicte BRS35TE bytes te VVCMIZDEN CONTOSOUL DCALNCTSMS_BOOTSTRAP PG ot position 51958272
Atternpt 1o write 1048576 ndes te (WCMIZDENLCONTOSO.LOCALVWCSEMS BOOTSTRAR PKG a4 pesition 93006248
Wiote BE5TE hrbu-to ti(MlH!N.(DNTU&DlDCM‘.CS‘LM_BDGﬁTW PEG at p-n-sim 93006848

Attempd 1o wirte 10 |

Date/Times 5172013 11:38:21 P4 Component;  SME_LAN_SENDER

Theeadk 2204 {(haBBC) Seurce:

Attempt to write 3048576 bytes bo THOM12DEM. CONTOSO0. LOCAL W §15MS_BOOTSTRAR PG at poesion 055404

[Elapsed tene i 5530 9 25s B2dms (1987765804 cecondy)

Date/Time

SAT2003 1220 PM
SNT2003 ThIRN P
SITR003 TR0 PM
SAT2003 T30 P
SN0 TR P
SNTR03 TRIR0PM
SAT2000 T30 Pa
SNTR003 TRIR0 P
L7003 130 P
SAT2003 TR0 P
SNT2003 TEIR0 P
LNT003 12220 PM
STR2003 T30 P
SNTR003 TRIRN0 P
SATR2003 T30 PM
SAT2003 Thik21 P
STR003 IR P
STR2003 TSR P
SAT2003 TRER2 P
ST2003 THIRI P
SAT2003 T2 P
SAT2003 ThXR2T P

Once the installation binaries have been copied from the Primary Site to the Root drive of the Secondary
Site Server, the actual install will begin. The installation will create a log file (ConfigMgrSetup.log) on the
root of the secondary site server:



238 nallug

Log Test
INFO: petop path is < CAPROVLISEW, TMISMGSETUR BN SETUPWSF EXE.

INFC: SetSCL TCPPers bs static:l
INFO: Enabling SOL Server Express TCP succesded.

015 Mastes, Type: Unseeuse

INFOr Configaaning 50U Server Bapress TCP pont succeeded.
INFOs SO0 Server Matioe Clionts SOLNCLIT versions< 1102100060
INFO: laritallrig fdgemlbl

INFO: Exeruting Command < msiesscee /o “COUPROVUSEN, TR SMESE TR Q000005 msomidé o mai™ fqueet /| staits,

INFO: COAPROYVUSIW, mmnmmmmmm_ﬁa rred installaticon proscess reburned O,
INFO: Irstaliing S04 C Langusge R tpes
INFO: Exgguting Command « mditass ot i “CAPROVUIESTN. TMPUSMSSETUPEINED SOL SO Typeioman Squirt fhrodeitarts.

INFO: Naene for SOU Server Parsm string valhee is S00Angd.
INFO: Crpaftimg SO0 Serewr maching certificate foe Server [CMIDEN.COMNTOSOA0CAL]

BRICA G R R IR R ORI U P ST L anlial B

Faaileanitan bilnasmas G

Dube Tirese

SRIT200E 13012 P
SMTI0NE 1302 P

5ul1'|".rmll 1 HHI- P
SFIT2003 VEIT:31 P
SIT2003 TRIT:31 P
WTR0I3 IR M
SATA0IE VIR P
SMIT2003 VE3T:32 P
IT2003 1RIT:32 P
ATR013 1IR3 P
SAT0NE IR P
SMITI2003 13744 P

TR0 1ITe P
SATR0NE VAT P
SIIT2003 13744 P
S1T2003 1R:3T:84 P
WATR01E 1 IS P
SAT0NE VIS P
SIT/2003 VEIT:45 P
TR0 1A P
SATR00E 1 0TS P
SAT200E 1E:3T:45 P
SMIT2003 TR3T49 P
T3 1RITET P
SAT0IE 1 EITET P
SAIT00E VEIT5T P

LRTOANEE TRITAT RA

mmnmwmm:ﬂmmmm mmmmmmmm
atsrd” BODC RAREMTUSERASSOLADMEN

[SOLEVCACCOUNT = NT AUTHORITYSYSTEM” (ACTIVCACTOUNT = NT AUTHORITYISTSTEM" SOLEroaDMIRACCoLUNTS = B
EOWHEICITARTLFTPL = Mmﬁ-mﬂm-‘mngMdpmﬁ'

Elagried Evee i Of Den 41 20%er (4205 seconds)

Verify the Install was Successful!

="Trus"




-

lcan Mame Type Server Name State Site Code | Farent Site Code
iy DEM - Contoso - Denver Secondary Site  Secondary site  CM1ZDEN.CONTOSO.LOCAL Active EM PRI
E PRI - Contoso Primary site CMI1ZC0ONTOSOLOCAL Active PRI

Detzied ste nstalation status for Secondary ste 'DEM - Contoso - Derver Secondary Ste'

|Fier..

Tiene Staenp Type Status Descrption

@517/2013 11:45:39PM  Bootstrap Passad Secondary site server bootstrap installation sarvice succeadad
5172013 114538 PM  nstal Passed Secondary ste server nstallation completed
ﬂlSﬁl?ﬂiﬂ!i:JE:ﬂSF‘H install Passed Installation of secondary ste server component manager senvic...
@5172012 114248 PM  ngtal Passed Begin installation of secondary ste server Component Manager ...
ﬂsnmma 114248 PM  Install Passad Installation of sacondary ste server Component MANS0Er SUCCE. ..
@ 5172013 114247PH  nstal Passad Begin installation of secondary ste server component manager
Q51772013 114247PH  Instal Passed  Rephcation of secondary ste server data from pamary sile senve,
@5172013 114247 P nstal Passed  Bagin replication of secondary ste server data from primary ste .
@ 5172013 114247 PM  nstal Passed Secondary sfe server control regestration succeeded

‘ﬂ' SAT2013 114247 PM Izl Passad Register sacondary ste server controls

5172013 11:4247PM Instal Passed  Transfer of secondary ste server installation fles from parent pa,

Drescription:
[Passad] Secondary site senver bootsirap installabion service succeeded

Disclaimer: The information on this site is provided "AS IS" with no warranties, confers no rights, and is
not supported by the authors or Microsoft Corporation. Use of any included script samples are subject to
the terms specified in the Terms of Use

DB Backup - http://www.codero.com/knowledge-base/content/7/387/en/how-to-configure-automatic-
scheduled-database-backups-in-mssql-2012.html

Script to Remove Patch - C:Windows\System32\WUSA.exe /uninstall /kb:kbNumber /quiet /norestart

DHCP Setup - https://www.youtube.com/watch?v=0hnOwbKpO-w




