Cloud Security with Microsoft Azure

Welcome to the Cloud Security with Microsoft Azure Training

In this course, you will learn the fundamentals of cloud-based service technologies, as well as
how to best secure them. This course is designed for anyone who is new to cloud computing
that needs to understand the basics of security and how they are implemented inside a cloud
computing platform.

You won't learn just the theory, though. Throughout this course, we will provide you with an
opportunity to apply your knowledge in the real world by creating your own virtualized network
inside of the Microsoft Azure cloud computing platform.

By the end of the course, you will understand the difference between on-premise and hosted
solutions, as well as SaaS, Paa$, and laaS. We will cover single-tenancy and multi-tenancy
solutions, as well as their security concerns.

So, if you have ever wanted to learn the basics of cloud computing, set up your own cloud
architecture, or learn how to better secure your own cloud systemes, this is the course for you!

This course will help you in case you are preparing for many classes, including but not
limited to

- Microsoft Azure Security Technologies (AZ-500)
What will you learn:

e Understand the difference between on-premise and hosted solutions

e Understand the differences between SaaS, PaaS, and laaS

e Understand cloud computings vulnerabilities

e Implement and secure your own environment within Microsoft Azure

e Passthe AZ 500 Microsoft Azure Security Technologies

e Create & Configure Azure Active Directory tenant and synchronise identities
from On-premise AD into Azure AAD

o Implement conditional based access policies in AAD

o Implement roles based access controls, Azure policies and locks

e Implement Azure AD privilaged identity management

e Implement network security controls such as Azure Firewall, NSG, ASG and
service end points

e Implement host security such as VM end point protection, update management
and disk encryption

e Carry out security monitoring using Azure monitor metrics, activity logs, log
analytics and alerts.

o Configure Azure storage security using SAS keys, stored access policies

e Configure basic and advanced security controls for Azure SQL database

e Configure security settings for Cosmos DB and Azure App services

e Monitor Azure resources security using Azure monitor activity logs, metrics and
logs. Configure different types of alerts

e Configure Security centre coverage, data collection, recommendations, security
alerts

e Configure Key Vault secrets, keys and certificates. Retrieve secrets using Azure
web app.



During this course, you will get introduced to all of the above concepts in great details,
however we suggest that in addition to following this course be familiar with the following
resources "remember that our course is also aligned with the below"

Who this course is for:

Information Technology managers
System administrators
Cybersecurity analysts

Aspiring manager and IT leaders
Future cloud architects

Course requirements

While no specific prerequisite is mandatory, participants should ideally have a basic
understanding of cybersecurity concepts and risk management principles.

Course Duration
32 Hours

Course Overview:

This course covers Azure security skills required for Microsoft Azure certification exam AZ 500 &
security skills required for all other Microsoft Azure certifications.

This course has been designed with an architectural approach. Firstly, | will take you through
fundamental building blocks of Azure Security and after this introduction, | will take you through
following aspects related to Azure Security.

1. Azure Active Directory - Introduction to Azure Active directory (AAD); Create a use and
configure default user settings; Introduction to Application management and supported
SSO's; Walkthrough of My Apps portal and settings; Publish an on-premise app into My
Apps portal using Application proxy and configure password based SSO; Introduction to
AD connect and supported topologies; Synchronise identities from on-premise AD into
AAD using AD connect.

2. AAD conditional access and device management - Introduction to conditional based
access; Configure location based conditional access; Introduction to device
management; Configure device based conditional based access; Introduction to Azure
AD Identity protection; Configure sign in based conditional access.

3. Roles Based Access Control - Introduction to role-based access control; Custom role
creation and assignment; Dynamic groups creation and assignment; Introduction to
Azure AD App registrations; Creation of service principle and access Azure resource;
Introduction to Managed Identities; Creation of managed service identity & access key
vault.

4. Policies & Locks - Introduction to policies and locks and manage them using Azure
Portal.



5. Azure AD Privileged identity management - Introduction to Azure PIM; Enable PIM and
carry out access reviews; Protect AD & Resource roles using PIM.

6. Network security - Introduction to Azure Network security controls; Implement Azure
firewall in Hub and Spoke model; Implement network security groups (NSGs) and
Application security groups; Implement service end points and policies; Walkthrough of
different options of remote access management and implement of Windows Admin
Center.

7. Host security - Introduction to Azure laaS best practices; Implementing Azure VM
endpoint protection using Microsoft Antimalware; Implementation of update
management solution; Implementation of Azure Disk Encryption.

8. Storage & Database security - Introduction to Azure storage security and Azure SQL
database security; Generate SAS keys based on Stored Access policies and use them;
Implement advanced data security capabilities such as data classification, vulnerabilities
assessment, advanced threat detection and auditing; Implement always encrypted;
Introduction to COSMOS DB security.

9. Application security - Introduction to Azure App service security; Configure
authentication with AAD and SSL for Azure App service; Introduction to App service
deployment options; Publish an app into Azure DevOps using Visual studio; Enable
continuous integration with Azure DevOps for Azure web app.

10. Security monitoring - Introduction to Azure Monitor metrics, activity logs and logs;
Implementation of Activity log alert and log search alerts; Implementation of log analytics
workspace and feed activity logs, NSG flow logs, update management information etc;
Walkthrough of different monitoring solutions such as anti-malware assessment, activity
log analytics, update management solution and traffic analytics.

11. Security centre - Introduction to Azure security centre; Implement preventive monitoring
and remediation using Security Centre; Implement Just in Time access; Implement and
manage security alert integration with playbook (logic app).

This course contains both theory lectures and a significant number of hands-on demos that
helps you in gaining hands-on experience in hardening your workloads in Azure.

Microsoft Azure is a constantly evolving platform and | will be keeping close watch on Azure
announcements and add new labs wherever possible.

So, start taking this course and put yourself in high demand in the world of IT and command
higher salary!!!
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