
SCCM InterviewQuestionsandAnswers

1.WhatisSecondarySite?

FourMaincharacteristics:

–ASecondarySitedoesnothaveaccesstoaMicrosoftSQLDatabase

–SecondarySitesareALWAYSaChildSiteofaPrimarySiteandcanonlybeadministeredviaaPrimarySite

–SecondarySitescannothaveChildSitesoftheirown

–ClientscannotbeassigneddirectlytotheSite

2.WhatisCENTRALSITE?

ACentralSiteisa ConfigurationManager PrimarySitethatresidesatthetopofthe Configuration

Manager hierarchy.AllDatabaseinformation rollsfrom thechildtotheparentandiscollectedbytheCentral

Site’s ConfigurationManager Database.TheCentralSitecanadminister anysite belowitinthehierarchyand

cansenddatadowntothosesitesaswell.

3.WhatisPRIMARYSITE?

Fourmaincharacteristics:

–TheSitehasaccesstoaMicrosoftSQLServerDatabase

–CanadministerorbeadministeredviatheConfigurationManager Console

–ItcanbeachildofotherPrimarySitesandcanhaveChildSitesofitsown

–ClientscanbeassigneddirectlytotheSite

4.HowdoyoucreateapackageforAdobe?



thecommandline msiexec.exe/qALLUSERS=2/m MSIHPSJR/i“AcroRead.msi”

TRANSFORMS=mytransform.mst

5.Howdoyoudistributeapackage?

–createapackageinSCCM,pointingittotheinstallationsources,andinthepackagecreate

an install program (youmayhavealreadydonethis?)

–assignDistributionPointstoyourpackagesothecontentsgetsynched.

–createaCollectioncontainingtheobjects(users/computers)thatareallowedtoreceivethepackage.

–createanAdvertisementforthedistribution,linkingthepackageyoucreatedtothecollection,decidewhether

theAdvertisementismandatory(installationenforced)ornot(usershavetogotothe“RunAdvertised

Programs”dialoginWindowsandselectto install theprogram)

6.HowSCCM download thepatches?

Youneedtoaddthe SoftwareUpdate Pointsiteroletothesite,configurethe softwareupdate pointasactive,

configuretheproducts,classifications,syncsettings,etc.inthe SoftwareUpdatePointproperties. THEN,you

cangototheUpdateRepositorynodeandruntheRunSynchronizationactionfrom thecentralprimarysite.

 Oncesynchronizationcompletes,youwillseethemetadatainthe ConfigurationManager console.

7.Howdoyou configure theSUP? 

Inthe ConfigurationManager console,navigateto System CenterConfigurationManager / SiteDatabase /Site

Management / &lt;sitecode>–<sitename> / SiteSettings / SiteSystems

Right-clickthesitesystem servername,andthenclick NewRoles.

Select Softwareupdate point, andthenclick Next.

Specifywhetherthesiteserverwilluseaproxyserverwhenconnectingtothesoftwareupdate point,andthen

clickNext.

Select Usethisserverastheactive softwareupdate point, andthenspecifytheportsettingsconfiguredforthe

WSUSWebsiteonthissitesystem.

Specifythesynchronizationsourcefortheactive softwareupdate pointusingoneofthefollowing

settings: like Synchronizefrom MicrosoftUpdateorSynchronizefrom anupstream updateserver

Keepthedefaultsetting DonotcreateWSUSreportingevents, andthenclick Next

Specifywhethertosynchronizesoftwareupdatesonaschedulebyselecting Enablesynchronizationona

schedule

Specifytheupdateclassificationsforwhichthesoftwareupdateswillbesynchronized,andthenclick Next.

Specifytheproductsforwhichthesoftwareupdateswillbesynchronized,andthenclick Next.

Open SUPSetup.log in<InstallationPath>Logstomonitortheinstallationprogressforthe softwareupdate point.

Whentheinstallationcompletes, Installationwassuccessful iswrittentothelogfile.

Open WCM.log in<InstallationPath>LogstoverifythattheconnectiontotheWSUSserverwassuccessful.

8.HowdoyouBackupSCCM Server? 



Tocreateascheduledbackuptask,expandtheSiteSettingsnodeandexpandtheSiteMaintenancenode,click

onTasks.

ForManualbackup–Start SMS_SITE_BACKUPservice

9.Whataretheclient deployments methods? 

ClientPushInstallation, Softwareupdate pointbasedinstallation,GroupPolicyInstallation,LogonScript

Installation,ManualInstallation, Upgrade Installation(softwareDistribution)

10.CanyoudiscoverclientsthoseareindifferentADforest? 

yes.

Internet-based clientmanagement,whichsupportsthefollowingsitesystemsinstalledinaseparateforestto

thesiteserver:

Managementpoint

Distributionpoint

Softwareupdate point

Fallbackstatuspoint

11.Whataretheprerequisitefor SoftwareUpdate Point? 

WindowsServerUpdateServices(WSUS)3.0,WSUS3.0AdministrationConsole,WindowsUpdateAgent(WUA)

3.0,Siteservercommunicationtotheactive softwareupdate point,NetworkLoadBalancing(NLB),Background

IntelligentTransferServer(BITS)2.5,Windows Installer

12.WhatisSMSProvider?

 TheSMSProviderisaWMIproviderthatallowsbothreadandwriteaccesstothe ConfigurationManager 2007

sitedatabase.TheSMSProviderisusedbythe ConfigurationManager console

TheSMSProvidercanbeinstalledonthesite databaseservercomputer,siteservercomputeroranother

serverclassthirdcomputerduring ConfigurationManager 2007Setup.Aftersetuphascompleted,thecurrent

installedlocationoftheSMSProviderisdisplayedonthesitepropertiesgeneraltab

13.WhatisITMU?

SMS2003InventoryToolforMicrosoftUpdates

WhatistheuseofWSUS(WindowsServerUpdateService)?

ItenablesadministratorstodeploythelatestMicrosoftproductupdatestocomputersthatarerunningthe

Windowsoperatingsystem.

14.WhatisSUP( SoftwareUpdate Point)?

Thisisrequiredcomponentofsoftwareupdates,andafteritisinstalled,theSUPisdisplayedasasitesystem

roleintheConfigurationManager console.The softwareupdate pointsitesystem rolemustbecreatedona

sitesystem serverthathasWindowsServerUpdateServices(WSUS)3.0installed.

15.WhatisBITS-EnabledDistributionPoints?

 Clientcomputeralwaysusesservermessageblocks(SMB)insteadofBITS. Helpscontrolbandwidththrottling

betweenclientcomputersanddistributionpoints.BITS-enableddistributionpointandisinterrupted,itcan

resumewhereitleftoff.



16.Whatis ServerLocatorPoint?

SLPareusedinaSCCM hierarchytocompleteclientsiteassignmentontheintranetandhelpclientsfindMP

whentheycannotfindthatinformationthroughADDomainServices.

17.Whatis Fallbackstatuspoint?

Sitesystem rolethathelpsyoumanageclientsandidentifyanyclient-relatedproblems.

SMS2003clientcomputerscannotuseafallbackstatuspoint.

Fallbackclientsupporthowmanyclient’s:1lack

IdentifyclientsthatareunmanagedbecausetheyhaveproblemscommunicatingwiththeirMP.

HereyoucanseethatbecauseaFSPwasnotdefined,the statemessages(100,400) from

the ccmsetup.log werenotforwardedanywhere. Thenextsetofsnippetsarefrom theccmsetup.logwherethe

clientispassedtheFSP=propertyduringclientinstallation.NoticethattheFSPlineisnolongerblankand

containstheFQDNoftheserverholdingtheFSPRole.

18.WhatisMIF?

SCCM canuseMIFfilestodeterminethesuccessorfailureofaninstallation.

Afteraprogram hasfinishedexecuting,SCCM willlookinthe%windir%and%temp%directoriesfornewMIF

files(createdafterthetimeoftheprogram executionstart)andthenmatchthem onanyorallofthefollowing

criteria.

19.WhyMOFFilesUsedbyHardwareInventory?

2MOFfilesusedbyhardwareinventoryprocessesaretheConfiguration.mofandSMS_def.mofMOFfiles. To

enableAssetIntelligence,youneedtoopentheSMS_DEF.MOFfile

Unliketheconfiguration.mof file,theSMS_def.moffileisneverdirectlysenttoclients.

OnlythepolicygeneratedbythecontentsoftheSMS_def.mofisactuallycompiledbyConfigurationManager

2007clients.SMS_def.mof filedefinesthereportingclassesusedbythehardwareinventoryclientagent.

20.Whatisthe differences betweenPackageRefresh&Package Update?

PackageUpdate:- Thisshouldbeusedifyoumakeanychangestothesourcefilesthemselves.Whenyou

updateapackage,itwillcreateabrandnew,fullycomplete,compressedfile(thatsthePCKfilelocatedinthe

SMSPKGfolder)andalsocreateadeltacompressedpackagefile,whichonlyhasthechangesmadebetween

theoldandnewcompressedfiles.ThedeltafilesarethensenttoalltheDP’sandthenewPCKfileisthenused

foranynewDP’sthatareaddedtothepackagefrom thenon.Thisalsoupdatesthesourceversionofthe

packageinSQL.

PackageRefresh:- Inormallyusetherefreshifeither,Igetanyhasherrorsonclientstryingtousethefilesto

installsoftware(thepackagehasuncompressedbutiscorrupt)orinconjunctionwith

the preloadpkgonsite.exe tool.NonewPCKfilesaresent,itsimplysendsanotherPKGfile,whichthenusesthe

currentPCKfileontheserveranduncompressedthefilesagain,overwritingtheoldpackagefiles.

21.WhytoExtendSchemainSCCM?

PublishtheConfigMgr2012siteinformationtoAD,ConfigMgr2012canpublishinformationtoAD.



extadsch.exetoolortheConfigMgr_ad_schema.ldffile

4actionsarerequiredtoenableConfigurationManagerClientstoqueryActiveDirectoryDomainServicesto

locatesiteresources

–ExtendtheActiveDirectoryschema.

–CreatetheSystem Managementcontainer.

–SetsecuritypermissionsontheSystem Managementcontainer.

–EnableActiveDirectorypublishingfortheConfigurationManagersite.

22.WhatisSenders?

TherearetwotypesofsendersStandardSender&CourierSender

StandardSender(Pre-stageContentrequiresCouriersender):- Thestandardsenderisinstalledandconfigured

bydefaultonallprimaryandsecondarysites.Ifyoursite-to-sitecommunicationsoccuroveraLANthatusesa

supportedprotocol,youdonotneedtoinstallanothersender

CourierSender:- Thecouriersenderisinstalledandconfiguredbydefaultonallprimaryandsecondarysites.

Whenyouhavelargepackagesthatrequireexcessivetimeorbandwidthtobesentoverthenetwork,this

sendercanbeuseful.YoucanusecouriersenderatthesourceConfigurationManager2007sitetocreatea

parcel(thatis,acollectionoffilestransferredfrom onesitetoanotherusingcouriersender);writetheparcelto

atape,CD,orotherphysicalmedium;andthenshipthetapeorCDtothedestinationsitebymailoracourier

service.Atthedestinationsite,youcanthenusecouriersenderatthatsitetoreceivetheparcelandimportthe

packagedataintothesite. 

23.WhatareDiscoveryMethods?

–ActiveDirectorySystem GroupDiscovery

–ActiveDirectorySecurityGroupDiscovery

–ActiveDirectorySystem Discovery

–ActiveDirectoryUserDiscovery

–NetworkDiscovery

–HeartbeatDiscovery

24.Whatarethe SiteSystem Roles?

ManagementPoint

ServerlocatorPoint

DistributionPoint

SoftwareUpdatePoint

ReportingPoint

FallbackStatusPoint

PXEServicePoint

StateMigrationPoint

25.SCCM BITS Throttling?



ComputerClientAgentPropertiesfoundwithinSiteManagement\Site\SiteSettings\ClientAgents

GroupPolicyPreferencestothrottleBITStraffic

26.WhatarePortsusedinSCCM?

Clienttositesystem 80(HTTP)anddefaultHTTPSport443

SiteServertoSiteServerSMB445 itsbi-directional

TCP2701isthe portthatSCCM 2012usedforremotecontrol

Q.whatisthedifferenceb/wSCCM 2007&SCCM 2012?

Features 2007 2012

AutomaticClientHealthRemediation No Yes

State-basedApplicationDistribution No Yes

Self-serviceportal No Yes

Xen-AppPackageDeployment No Yes

UninstallationviaSoftwareCenter No Yes

User-DeviceAffinity No Yes

DistributionPointGroups No Yes

BoundaryGroups No Yes

ApplicationRevisionHistory No Yes

AutomaticSoftwareUpdatesDeploymentRules No Yes

Automaticclean-upofSupersededandExpiredUpdates No Yes

Collection-basedPolicies No Yes

User-friendlyribbon No Yes

AutomaticBoundaryDiscovery No Yes

ForestDiscovery No Yes

OfflineServicingofOSImage No Yes

AutomaticRemediationofConfigurationDrift No Yes

Role-basedAccessControl No Yes

UserPowerManagementOpt-out No Yes

Non-WindowsMobileDeviceManagement No Yes

UserOnlyCollection No Yes

DeviceOnlyCollection No Yes

IOSpackagedistribution No Yes

Androidpackagedistribution No Yes

SharedCache No Yes

User-TriggeredUninstallation No Yes

Autocleanupofsupersededandexpiredupdates No Yes

PolicyTargetting Site Collection

Cross-ForestManagement No Yes



Q.whatisSMSProvider?

TheSMSProviderisaWMIproviderthatallowsbothreadandwriteaccesstothe
Configuration Manager2007 site database.The SMS Provideris used by the
ConfigurationManagerconsole,ResourceExplorer,tools,andcustom scriptsusedby
ConfigurationManager2007administratorstoaccesssiteinformationstoredinthe
sitedatabase. 

Q.howmanytypesofsitesarethereinSCCM 2007?

PrimarySite: Managesclientsinwell-connectednetworks

Secondarysite: Controls contentdistribution forclients in remote
locationsacrosslinksthathavelimitednetworkbandwidth.

ParentSite: Itisasiteatthetoplevelinthehierarchy&itdoesnotcome
beneathanyothersites.

Child Site: A site which comes undera site in a structure & gets
informationfrom thatsite(HigherLevel)knownaschildsite..

Q.howmanytypesofsitesarethereinSCCM 2012?

1.CAS (Centraladministration site):- The centraladministration site
coordinatesintersitedatareplicationacrossthehierarchyby
usingConfigurationManagerDatabasereplication.Italsoenables
the administration ofhierarchy-wide configurations forclient
agents,discovery,andotheroperations.
Usethissiteforalladministrationandreportingforthehierarchy

2.PrimarySite: Managesclientsinwell-connectednetworks



3. Secondarysite: Controlscontentdistributionforclientsinremote
locationsacrosslinksthathavelimitednetworkbandwidth.

Q.whatis Siteserver,Sitesystem &Sitesystem Roles?

Site Server: The site serveris the computeron which you install
ConfigurationManager2007or2012,andithostsservicesrequiredfor
ConfigurationManager.

Sitesystem: A sitesystem isanycomputerrunningasupportedversion
ofMicrosoftWindowsorasharedfolderthathostsoneormore site
system roles. 

Sitesystem Role: Asitesystem roleisafunctionrequiredtobeableto
useConfigurationManager2007ortouseafeatureofConfiguration
Manager.

Q.whatis Diffb/wnativemodeandmixedmode?

Native Mode: More secure solution than mixed mode because it
providesbetterauthentication,encryption,andsigningusingstandard

industrysecurityrotocols. SupportsInternet-based clientmanagement
canintegratewithexistingPKIdeployment

MixedMode: DoesnotrequireaPKIdeployment,soithasnoexternal
dependencies.SupportsclientsrunningSMS2003                         

Supports WINS forthe means by which clients locate theirdefault
managementpointifActiveDirectoryandDNScannotbeused.



Q. whataretheDiscoveryMethods&DDRavailableinSCCM 2007
&2012?

DiscoveryDataRecords
WhenDiscoveryruns,itcreatesdiscoverydatarecords(DDRs).The
informationcontainedinaDDRvariesdependinguponthediscovered
resource.Forexample,itcanincludetheNetBIOSnameofacomputer,the
IPaddressandIPsubnetofacomputerordevice,andthecomputer
operatingsystem name.TheapproximatesizeofanindividualDDRis1KB.

DiscoveryMethods
 ActiveDirectorySystem Discovery –Discoverscomputersfrom thespecified

locationsinActiveDirectoryDomainServices.

 ActiveDirectoryUserDiscovery -Discoversuseraccountsfrom thespecified

locationsinActiveDirectoryDomainServices.

 ActiveDirectorySecurityGroupDiscovery -Discoverssecuritygroups,including

local,global,anduniversalgroupsfrom thespecifiedlocationsinActiveDirectoryDomainServices.

 ActiveDirectorySystem GroupDiscovery –Discoversadditionalinformation

aboutpreviouslydiscoveredcomputersfrom thespecifiedlocationsinActiveDirectoryDomain
Services.ThisinformationincludestheOUandgroupmembershipofthecomputer.ActiveDirectory
System GroupDiscoverydoesnotdiscoverinformationaboutnewresourcesthatdidnotpreviously
existintheConfigurationManagersitedatabase.

 HeartbeatDiscovery –UsedbyactiveConfigurationManagerclientstoupdatetheir

discoveryrecordsinthedatabase.Becauseitisinitiatedbyanactiveclient,HeartbeatDiscoverydoes
notdiscovernewresources.

 NetworkDiscovery –Searchesyournetworkinfrastructurefornetworkdevicesthathave

anIPaddress.Thisallowsyoutodiscoverdevicesthatmightnotbefoundbyotherdiscoverymethods,
includingprinters,routers,andbridges.

 ForestDiscovery– SCCM 2012hasanewdiscoverymethodwhich
discoversotherforestinthenetwork

Q. whataretheBoundariesinSCCM?

ConfigurationManagerBoundariesaredefinedinthe
Configuration Manager consoleandaredefinedby 



 IPsubnet,ActiveDirectorysitename,IPv6Prefix,IPranges,

BoundariesareusedtoassignclientstoaspecificConfigurationManager
2007siteandshouldbeuniquetoeachsite.

Whendefiningsiteboundariesforsites,ensurethatyoudonotdefinethe
sameboundaryformorethanoneConfigurationManager2007site,doing
soleadstoasituationcalledoverlappingsiteboundaries. 

Q. whatarethecomponentsavailableinSCCM?

SoftwareDistribution                                                                                             
ManagementPoint  
SoftwareUpdatePointStatus                                         
Reporting                                
Outofbandmanagement                                           
System healthValidatorPoint

Q.9whatis MP,DP,FSP,ReportingServicePoint,Application
Catalogwebservicepoint,ApplicationCatalogwebsitepoint?

MP: Itisa primarypointofcontactbetweenConfigurationManager
ClientsandtheConfigurationManagerSiteserver.

DP:Itisapointthat storespackagesforclientstoinstall.

FSP: Afallbackstatuspointhelpsyoumonitorclientinstallationand
identifytheclientsthatareunmanagedbecausetheycannot
communicatewiththeirmanagementpoint.

ReportingServicePoint: AreportingservicespointintegrateswithSQL
ServerReportingServicestocreateandmanagereportsforConfiguration
Manager.

ApplicationCatalogwebservicepoint: ApplicationCatalogweb
servicepointprovidessoftwareinformationtotheApplicationCatalog



websitefrom theSoftwareLibrary.

ApplicationCatalogwebsitepoint: ApplicationCatalogwebsitepoint
providesalistofavailablesoftwaretousers.

Q.13whatisSoftware metering?

SoftwaremeteringinConfigurationManagerallowsyoutomonitorand
collectsoftwareusagedataonConfigurationManagerClients.

Q. whatisWinPE3.0?

Windows®Pre-installationEnvironment(WindowsPE)3.0isaminimal

Win32®operatingsystem withlimitedservices,builtontheWindows®7

kernel.ItisusedtoprepareacomputerforWindowsinstallation,tocopy

diskimagesfrom anetworkfileserver,andtoinitiateWindowsSetup.

 

Q.11 WhatisBDP?

Branchdistributionpointsprovideanoptionforefficientpackage
distributiontoasmallofficewithlimitedbandwidth,Dependsona
standarddistributionpointfrom whichitreceivesitscontent. Tofunction
properly,abranchdistributionmustcontactaBITS-enabledstandard
distribution.

Q.12 whatis Internet-basedclientmanagement?

Internet-basedclientmanagementallowsyoutomanageConfiguration
Manager2007clientswhentheyarenotconnectedtoyourcompany
networkbuthaveastandardInternetconnection.

Q.14whatisinventoryinSCCM?



Inventory, givesyousystem information(suchasavailablediskspace,
processortype,andoperatingsystem,Applications)abouteachcomputer.

Therearetwotypesofinventory:

1.SoftwareInventory
2.HardwareInventory

Q.15 whatarethepackagescandistributethroughITMUorWSUS?

 All Microsoftpackage,hotfixes,patches&SoftwareUpdates,              
 Servicepack,CriticalUpdates,Update Rollups.

Q.16 whatisSMSExecutive?

Itisa
Executive
Service

that
Hostprocessfor
threadcomponents

It
MonitoredService
Component

Logfile
smsexec.log

Q.17HowtotakebackupofSCCM?

Createafolderforstoringthedata
InWindowsExplorercreateafolderforstoringourbackupdata
eg: D:\sources\backup
Goto –

SiteSettings nodeand
expandthe SiteMaintenance node,                    
click on Tasks                                                         

Select Backupconfigurationmanager

Q.18 whatisWakeonLANinSCCM?



WakeonLAN:- ThisisthefeatureofSCCM bywhichSCCM sendswakeup

transmissionpacketstoclientsforaparticular Deployment ora Task
Sequencetorun.

Q.Whatis AssetIntelligence?
TheAssetIntelligenceConfigurationManagerfeatureallows
administratorstoinventoryandmanagesoftwareinusethroughoutthe
ConfigurationManagerhierarchy. 
AssetIntelligenceenhancestheinventorycapabilitiesofConfiguration
Manager2007andConfigurationManager2007 SP1tohelpmanage
softwareinuseandsoftwarelicensemanagementintheenterprise.Many
additionalAssetIntelligencespecificinventoryclassesimprovethe
breadthofinformationgatheredabouthardwareandsoftwareassets.

Q.what isMaintenanceWindowinSCCM?

Maintenancewindowsprovideadministratorswithawaytodefineaperiodof
timethatlimitswhenchangescanbemadeonthesystemsthataremembers
ofa collection.These windows restrictthe running ofoperating system
advertisements,as wellas software update deployments and software
distributionadvertisements. 

Whenamaintenancewindowisappliedtothecollection,configurationchanges
tocollectionmembersystemscannotnormallybemadeoutsideofthis time
frame through Configuration Manager. This provides a safety net for
administratorstoensurethatclientconfigurationchangesonlyoccurduring
periodswhenlittleornoimpacttotheorganizationwilloccur.

Q. WhydoweuseBITSinSCCM?

1.withBITS,thedataTransferusesonlytheavailablebandwidthandwill
neverchokeyour network whiledeliveringsomethingtoclientsortoSites.

2.WithBITSifwehaveasuspendeddatatobetransferred,itwillresume
from thesamepointatwhichitwassuspended.



Q.Whatshouldyouchoose(PrimarySitevsSecondarySitevs
DistributionPoint)?

PrimarySite:ChooseaPrimarySitewhenyouwanttomanageClients
Directly.

Distributionpoint:ChooseDistributionpointatalmostmostofthetime 

SecondarySite:Scenarioswhere: 
YouwanttomanagetheUpwardsflowofData Upwards ,
YouwanttohavealocalSUP(SoftwareUpdatePoint),
YouwanttohavealocalManagementPointsothatClientsPickup
policiesandreporttothisLocalMP,                                 
    
andyourlowbandwidthsitehasmorethan400or500ClientMachines.

Q. DetermineIfYouNeeda ServerLocatorPoint for
ConfigurationManagerClients?

ServerlocatorpointsareusedinaConfigurationManager2007hierarchy
tocompleteclientsiteassignmentontheintranetandhelpclientsfind
managementpointswhentheycannotfindthatinformationthrough
ActiveDirectoryDomainServices.

IntranetclientsuseActiveDirectoryDomainServicesastheirpreferred
methodtocompletesiteassignmentandfindmanagementpoints.

However,clientsmustuseaserverlocatorpointif

1.     ActiveDirectoryschemaisnotextendedforConfigurationManager2007
orthesiteisnotpublishedtoActiveDirectoryDomainServices,or

2.     ifclientsdonotbelongtothesameActiveDirectoryforestasthesite
server'sforest.

Q. whatisContentLibrary?



ThecontentlibraryisanewconceptthatwasintroducedinSystem Center2012
ConfigurationManager. Inanut-shell,thecontentlibrarystoresalltheConfiguration
Managercontentefficientlyonthedisk. Ifthesamefileispartoftwodifferent
packages,itstoresonlyonecopyinthecontentlibrary. However,referencesarekept
indicatingthatthefileispartofboththepackages.

Q. whatis OutofBandManagement?

OutofbandmanagementinSystem Center Configuration Managerprovidesapowerful
managementcontrolforcomputersthathavetheIntel vProchipsetandaversionofIntel
ActiveManagementTechnology(IntelAMT)thatConfigurationManagersupports.

Outofbandmanagementletsanadministrativeuserconnecttoacomputer'sAMT
managementcontrollerwhenthecomputeristurnedoff,inhibernation,orotherwise
unresponsivethroughtheoperatingsystem.Incontrast,in-bandmanagementisthe
classicapproachthatConfigurationManageranditspredecessorsuse,wherebyanagent
runsinthefulloperatingsystem onthemanagedcomputer,andthemanagement
controlleraccomplishestasksbycommunicatingwiththemanagementagent.

Outofbandmanagementsupplementsin-bandmanagement.Whilein-bandmanagement
supportsawiderrangeofoperationsbecauseitsenvironmentisthefulloperatingsystem,
in-bandmanagementmightnotbefunctionaliftheoperatingsystem isnotpresentoris
notoperational.Inthesesituations,byusingthesupplementarycapabilitiesofoutofband
management,administrativeuserscanmanagethesecomputerswithoutrequiringlocal
accesstothecomputer.
Outofbandmanagementtasksincludethefollowing:
 Poweringononeormanycomputers(forexample,formaintenanceoncomputers
outsidebusinesshours).

 Poweringoffoneormanycomputers(forexample,theoperatingsystem stops
responding).

 Restartinga nonfunctioning computerorbootingfrom alocallyconnecteddevice
orknowngoodbootimagefile.

 Re-imagingacomputerbybootingfrom abootimagefilethatislocatedonthe
networkorbyusingaPXEserver.

 ReconfiguringtheBIOSsettingsonaselectedcomputer(andbypassingtheBIOS
passwordifthisissupportedbytheBIOSmanufacturer).

 Bootingtoacommand-basedoperatingsystem toruncommands,repairtools,or
diagnosticapplications(forexample,upgradingthefirmwareorrunningadiskrepairtool).

 Configuringscheduledsoftwaredeploymentstowakeupcomputersbeforethe
computersarerunning.

Q.WhicharetheclientlogfilesforSoftwareDistribution?



Policyagent.log:Thislogcontainsinformationaboutthenewpolicies
receivedbytheclient.

Policyevaluator.log:Thislogcontainsinformationaboutthe evaluation of
newpoliciesthatarebeingreceived.

Datatransferservices.log:Thislogcontainsthesoftwaredownload
informationontotheclientmachine.

execmgr.log(MostImportant):Thislog contains allotherrelevant
informationlikeinstallation,Executionofdeployment.

Q. WhatisSysprep?

TheSystem Preparation(Sysprep)tool isatechnologythatyoucanusewithother

deploymenttoolstoinstallWindowsoperatingsystemsontonewhardware.Sysprep

preparesacomputerfordiskimagingordeliverytoacustomerbyconfiguringthe

computertocreateanewcomputersecurityidentifier(SID)whenthecomputeris

restarted.Inaddition,Sysprepcleansupuser-andcomputer-specificsettingsanddata

thatmustnotbecopiedtoadestinationcomputer.

Auditmode enablesyoutoaddadditionaldevicedriversorapplicationstoaWindows

installation.Afteryouinstalltheadditionaldriversandapplications,youcantesttheintegrity

oftheWindowsinstallation

IfyouintendtotransferaWindowsimagetoadifferentcomputer,youmustrunsysprep
/generalize,evenifthecomputerhasthesamehardwareconfiguration.

Thesysprep/generalize commandremovesuniqueinformationfrom yourWindows

installation,whichenablesyoutoreusethatimageondifferentcomputers.Thenexttime

youboottheWindowsimage,thespecializeconfigurationpassruns.

Q.HowSysprepWorks?

SysprepExecutable
Sysprep.exeisthemainprogram thatcallsotherexecutablefilesthatpreparetheWindows
installation.Sysprep.exeislocatedinthe%WINDIR%\system32\sysprepdirectoryonall
installations.Sysprepmustalwaysberunfrom the%WINDIR%\system32\sysprepdirectoryand



mustrunontheversionofWindowswithwhichitwasinstalled.

SysprepProcess
WhenSysprepruns,itgoesthroughthefollowingprocess:

1. VerifiesthatSysprepcanrun.OnlyanadministratorcanrunSysprep,andonly
oneinstanceofSysprepcanrunatagiventime.Also,Sysprepmustrunonthe
versionofWindowswithwhichitwasinstalled.

2. Initializeslogging.

3. Parsescommand-linearguments.
Ifnocommand-lineargumentswereprovided,theSysprepwindowappearsthat
enablesuserstospecifySysprepactions.

4. ProcessesSysprepactions,callsappropriate.dllfilesandexecutablefiles,
andaddsactionstothelogfile.

5. Verifiesthatall.dllfileshaveprocessedalltheirtasks,andtheneithershuts
downthesystem,restartsthesystem,orexitsSysprep.

SecondarySiteAddition

Overview:

Inthispost,I'm goingtogothroughtheprocessofinstallingasecondarysiteinaConfigurationManager

2012SP1site.

MyEnvironment:

 CM12.CONTOSO.LOCAL=CM PrimarySiteServer(SitecodeisPRI)

 CM12DEN.CONTOSO.LOCAL=ThiswillbethenewSecondarySiteServer(SitecodewillbeDEN)

 ADSecurityGroupNamesAllCM Servers=Thisisasecuritygroupthatcontainsthecomputer

accountsofmytwoConfigMgrServers.Iusegrouppolicypreferencestoputthisgroupinthe

localadministratorsgrouponmyConfigMgrServers.YoucanmanuallyaddtheComputer

accountasalocaladminifneeded(Wewillgooverthislaterinthispost).

PrerequisitesToInstallSecondarySite:

Roles/RoleServices RequiredforSecondarySite:

 WebServer(IIS)

o ApplicationDevelopment:

 ISAPIExtensions

o Security:



 WindowsAuthentication

o IIS6ManagementCompatibility

 IIS6MetabaseCompatibility

 IIS6WMICompatibility

Features RequiredforSecondarySite:

 RemoteDifferentialCompression

 BITS

 .NETFramework3.5

 .NETFramework4

Thefollowingportswillneedtobeopenedbetweenthesiteserverandremotesecondarysiteserver

 TCP:4022(SQL),1433(SQL),135(RPC/WMI),445(SMB)

GivetheSecondarySiteServerComputerAccountPermissionstotheSystem Managementcontainerin

AD.

MyThoughtsOnSecondarySites:

Ifyouaredoingthisinalabfortestingthenignorethispart.InmanycasesaDistributionPointcan

sufficeratherthaninstallingaSecondarysite.WhenusingaRemoteDPratherthanaSecondarySiteit

reducesthecomplexityofthesite.IwouldhighlyrecommendstartingwithaDPbeforeinstallinga

SecondarySiteandmonitoringthelink.Here'safewscenarioswhereitmaymakemoresensetoinstalla

SecondarySiteratherthanaDP:

 Largeamountofclients(e.g.500–1,000+)inremotelocation

 Veryslowconnectiontoaremotesite

o Needtocontroltheupwardflowofdatafrom clients(e.g.MachinePolicy,Software

Inventory,HardwareInventory)theseactionsdon'tusethatmuchbandwidth

HereisaForum PostonchoosingbetweenaSecondarySiteandRemoteDistributionPointthatmayhelp

you

PerformingTheSecondarySiteInstall:

ThefirstthingIdidwasinstalltherequiredRoles&FeaturesasmentionedaboveonCM12DENserver.

InstalltheWebServer(IIS)Rolefrom ServerManager.Youcanuncheckthe"Includemanagementtools

(ifapplicable)"boxifyoureceiveit.



AddtheBITSfeatureonthenextdialog.GoaheadandclicktheAddFeaturesbuttonthiswillensurethe

requiredIISroleservicesareinstalledtosupportBITS:



AddtheRemoteDifferentialCompressionFeatureand.NETFramework3.5and4ifit'snotalready

Installed:

OntheRoleServicespageforWebServer(IIS),VerifytherequiredRoleServicesareChecked.Inmycase,

IonlyhadtocheckWindowsAuthenticationandIIS6WMICompatibilitybecauseBITSautomaticallyhad

theotherschecked.



OntheConfirmationpageIchecked"Restartthedestinationserverautomaticallyifrequired"thenclicked

Install.

NowthatwehavetherequiredRolesandFeaturesinstalled,wewillneedtomakesurethecomputer

accountofthePrimarySiteServerhaslocaladministrativepermissionsontheserverthat'sgoingtohost

ourSecondarysite.ThereasonthecomputeraccountofthePrimarySiteneedstobelocaladministrator

isbecausethisaccountisusedtoinitiatetheinstallationofSQLExpressandtheConfigMgrSite

Components.

IusedgroupPolicyPreferencestoaddaSecurityGroupthatcontainedmyPrimarySiteserverscomputer

accounttothelocaladministratorsgrouponmysecondarysiteserver.Youcouldmanuallyclickaddand

selectyourPrimarySiteserverscomputeraccountthough:



YouwillalsoneedtogivetheSecondarySiteServercomputeraccountfullcontroloftheSystem

Managementcontainer.ThiswillallowtheSecondarySiteServertopublishinformationaboutitselftoAD

youcanuse"ADUsersandComputers"intheadvancedvieworADSIEdit(ThisiswhatIused).Makesure

youchoosetheAdvancedonthePermissionDialogandchoose"ThisObjectAndAllDescendingObjects".



NowthatthePrerequisitesaredone,wecanstartthe"CreateSecondarySiteWizard".



EntertheGeneralInformationaboutyourSecondarySite:



IlefttheDefault"Copyinstallationsourcefilesoverthenetworkfrom theparentsite"forthe"Installation

SourceFiles".

Idon'thaveSQLServerEnterprise/StandardontheSecondaryServer(Thesecostmoney).Configuration

ManagersecondarysitescanuseSQLServerExpressEditionwhichisfreesoI'm goingtousethisoption.

Noticeyouwillneedtoallowports1433and4022throughtheFirewall.



Inmydemo,I'm goingtobeusingHTTP.IfyourusingHTTPSyoushouldrequestyourcertificatesand

editthebindinginIISpriortocompletingthiswizard!



Ileftthedefaultontheremainingsettings.YouwillwanttocreateaBoundaryandassignittoaBoundary

Groupforyoursecondarysitethoughtoensureclientsreceivecontentfrom theappropriateDP.

MonitoringTheSecondarySiteInstall:

TheinstallcantakealittletimedependingontheComputerHardwareandconnectivitytothePrimary

SiteServer.HerearesomewaysyoucanmonitortheInstallation.



The"ShowInstallStatus"willgiveyouaveryniceoverviewoftheinstallationstatus:

ThePrerequisitelog(ConfigMgrPrereq.log)canbefoundonthePrimarySiteServerattherootofthe

drive:



OncethePrerequisiteshavebeencompleteandpassed,youseeviewtheSender.logonthePrimarysite

server.Thislogwillshowtheprocessofcopyingtheinstallationbinariesfrom thePrimarySiteServerto

theSecondarySiteServer.



Oncetheinstallationbinarieshavebeencopiedfrom thePrimarySitetotheRootdriveoftheSecondary

SiteServer,theactualinstallwillbegin.Theinstallationwillcreatealogfile(ConfigMgrSetup.log)onthe

rootofthesecondarysiteserver:



VerifytheInstallwasSuccessful!



Disclaimer: Theinformationonthissiteisprovided"ASIS"withnowarranties,confersnorights,andis

notsupportedbytheauthorsorMicrosoftCorporation.Useofanyincludedscriptsamplesaresubjectto

thetermsspecifiedinthe TermsofUse

DB Backup-http://www.codero.com/knowledge-base/content/7/387/en/how-to-configure-automatic-
scheduled-database-backups-in-mssql-2012.html

ScripttoRemovePatch-C:Windows\System32\WUSA.exe/uninstall/kb:kbNumber/quiet/norestart

DHCPSetup-https://www.youtube.com/watch?v=OhnOwbKpO-w


